NHOOPMAIIMOHHAS ITAMSTKA
JJIs1 OBYYAIOIINXCA JISA PASMEINEHU A
HA OOUITUAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIpIM T'OZ0OM MOJIOJCKH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJIBHUKHM OJHU M3 CAMBIX aKTHBHBIX
nosib3oBateel Pynera. Mex 1y TeM, MOMHMO OTPOMHOT'O KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U TIPOOJICMBI.
OTa maMsATKa JOJDKHA ITOMOYb TeOe Oe30I1aCHO HaXOAUTHCS B CETH.

KoMmnbroTepHbie BUpPYChI

KOMHL}OTepHLIfI BUPYC - 3TO PAa3HOBUAHOCTH KOMIIBIOTCPHBIX MPOTrpamMM, OTJIMYHUTENBHON OCOOEHHOCTHIO
KOTOpOﬁ SIBJISIETCS  CIIOCOOHOCTh K Pa3MHOXKCHUIO. B nomonnenue k 9TOMY, BUPYCBI MOTYT MNOBPCIAUTH HIIN
MOJIHOCTBO YHUUYTOXUTH BCE q)aﬁﬂbl U OaHHBIC, MOAKOHTPOJIBHBIC IIOJIB30BATCIIIO, OT MMCHH KOTOPOIr'o ObLIa
3alynicHa 3apa)KC€HHas IporpamMma, a TakkKe MOBPEANUTb WU JaXKE YHUYTOXKHUTH ONEPALIMOHHYIO CUCTEMY CO BCEMU
q)aﬁHaMI/I B IICJIOM. B GonbiinHcTBE CJIIy4acB pacCIpOCTPaHAIOTCSA BUPYChI HEPC3 UHTCPHET.

MCTO)II)I 3allMUThI OT BPCAOHOCHLIX IMPOrpaMM:

1. Hcnonb3yii cOBpeMEHHBIE ONIEPALIMOHHBIE CHCTEMbI, UMEIOIIUE CEPhE3HBIN YPOBEHb 3aIUTHI OT
BPEIOHOCHBIX IPOrpamm;

2. TlocTosHHO ycTaHaBiMBal mauTH (MUQPOBBIE 3alIATKH, KOTOPHIE aBTOMATHUYECKH YCTaHABJIMBAIOTCS C
LETbI0 TOpabOTKH MPOTpaMMBI) M Apyrue OOHOBJIEHUS CBOEU OINMEpannoHHON cucTembl. CKadunBall MX TOJNBKO C
ounmansHoro caiita papadorurika OC. Ecnu cymecTByeT peskuM aBTOMaTHYECKOTO OOHOBIICHHS, BKIIFOUH €T0;

3. Paboraii Ha cBOEM KOMITbIOTEpE I10]] IPaBaMHU II0JIb30BATENs], @ HE aAIMUHUCTPATOPA. DTO HE MO3BOJIUT
OOJIBLIIMHCTBY BPEAOHOCHBIX IPOTrPaMM MHCTAJUIUPOBATHCS HA TBOEM MIEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonb3yi aHTUBHPYCHBIE IPOrPAMMHBIE TIPOTYKTHI H3BECTHBIX TIPOU3BOAUTEINEH, C aBTOMAaTHUECKIM
oOHoBJIEHHEM 0a3;

5. Orpannub (HU3NUECKUI JOCTYN K KOMIBIOTEPY LI OCTOPOHHHUX JIULI;

6. Mcnonp3yit BHENIHWE HOCHTENN HH(OpMAIINK, TaKue Kak (iierka, JUCK WK (aiii U3 MHTEPHETA, TOIBKO
U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIIBIOTEPHBIE (aiiIbl, MOTyYSHHBIC U3 HEHA/IS)KHBIX HCTOYHUKOB. Jlaxe Te (aiibl,
KOTOPBIE MPUCIIAT TBOW 3HAKOMBIN. JIydIille yTOUHU y HEro, OTIPABIISUI JIK OH Te0e UX.

Cetn WI-FI

Wi-Fi - 510 He BHI mepepaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JMINb Opena, mapka. Eme B 1991 romy
HUZEpiaHJCKas KommaHus 3apeructpupoBana Openn "WECA", uyrto o6o3nauano cnoBocoueranue "Wireless
Fidelity", koTopsrii mepeBoanTCs Kak "OecrpoBOIHAS TOYHOCTh".

Jlo Hamero BpeMeHHM Jola apyras abOpeBHaTypa, KOTopas SBISETCS TaKOW e TeXHOoJorued. 1o
abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAapT BhICIIEH 3ByKoBoM TexHuku Hi-Fi, uro
B MEPEBOJIe O3HAYAET "BBICOKAst TOYHOCTH".

[a, OecriaTHBI HHTEPHET-IOCTYII B Kade, OTENSAX 1 a3pONOoPTax SBIAETCS OTIMYHON BO3MOKHOCTBIO BBIXOa
B UHTepHET. Ho MHOTHE 3KCIIepThI CUUTAIOT, 4TO 00IenocTymHbie Wi-Fi ceTH He SBISIOTCS 0e30TacHBIMU.

CoBeTbl 110 6€30MaCHOCTH PadOTHI B 00IIENOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBOW JuuHyH HH(poOpmanuioo depe3 oOmiemoctymubie Wi-Fi cern. PaGortas B Hux,
JKEJIaTEIFHO HEe BBOAMUTH MAPOJIU JOCTYIIA, IOTHHBI U KaKHEe-TO HOMEpPa;

2. cnione3yii 1 OOHOBIIAN aHTUBUPYCHBIE POrpaMMBbl U Opanamayep. TeM caMbIM Tbl 00€30nacuIlb ceds OT
3aKa4yKH BUpyca HAa TBOE YCTPOMCTBO;

3. Ilpn ucnonszoBannu Wi-Fi otkmoun ¢ynkuuio "OOmuii noctyn k daitnmam u npuHtepam”. JlaHHas
(YHKLHS 3aKpBITa IO YMOTYaHUIO, OTHAKO HEKOTOPBIE MOJIb30BATEIN aAKTUBUPYIOT €€ 71 yJ00CTBa HCIOIb30BAHUS
B paboTe mim yueoe;



4. He ucnonn3yit myonuunsiii WI-FI s nepepayn TMUHBIX AaHHBIX, HAIPUMEDP VIS BBIXOJIA B COIMAIbHbIC
CETH WJIM B MJIEKTPOHHYIO MOUTY;

5. Hcnons3yii Toipko 3amumenHoe coexmaenne depes HTTPS, a we HTTP, T.e. mpu Habope BeG-ampeca
BBOIM MMeHHO "https://";

6. B moOunbpHOM Tenedone otkmoun dynkmmto "Tloakmouenue k Wi-Fi aBromarudecku". He momyckaii
ABTOMAaTHYECKOT0 IOJKIIFOUYEHHUS yCTporcTBa K ceTssM Wi-Fi 6e3 TBoero cormacwusi.

CouunajabHbIe CeTH

ConanbHbIe CETH aKTHBHO BXOST B HAIIY >KH3Hb, MHOTHE JIFOJIU PA0OTAIOT U JKUBYT TaM MOCTOSIHHO, a B
Facebook y»xe 3apeructpupoBaH MIJUTHAP/T YEIOBEK, UTO SBISIETCS OHOM CeIbMOM BCeX KUTeNei rianeTsl. MHOTHE
MOJIL30BaTENIA HE MIOHUMAFOT, YTO MH(POPMAIIYs, pa3MEIIeHHAs UMHU B COIUAIBHBIX CETAX, MOXKET ObITh HalijieHa U
WCIIOJIb30BaHa KEM YTOJ/IHO, B TOM YHCIIE HE 0053aTeIbHO C OJaruMu HAMEPCHHSIMU.

OCHOBHBIE COBETHI 10 OE30IACHOCTH B COLUAIBHBIX CETSIX:
1. Orpanmys ciucok Apy3eil. Y Te0s B APY3bsIX HE MOIDKHO OBITH CIYYaiHBIX U HE3HAKOMBIX JIFO/IEH;

2. 3amumai cBOI YacTHYIO U3Hb. He ykaspiBail maponu, TenedoHbl, agpeca, AaTy TBOETO POXKICHUS U
JPYTYIO JINYHYIO0 HHPOPMALHIO. 370yMBIIUIEHHUKH MOT'YT HCIIOJIb30BATh 1aXKe MH()OPMAILIHIO O TOM, KaK Thl 1 TBOH
POIUTENHN IUITAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amumiaii CBOIO peryTanuio - ISpPKU e B UUCTOTE M 3a7aBail cebe BOMPOC: XOTeN OBl Thl, YTOOBI APYTHE
TIOJTB30BATEIN BUICIH, YTO THI 3arpyxaems? [Togymaii, mpesxae 4em 4To-To oImyOInKOBaTh, HAIMUCATh U 3arpy3HTh;

4. Ecniu ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PeajbHOE UMS U APYTYIO JTUYHYIO
nH(GOPMAITUHU: UM, MECTO JKUTEIHCTBA, MECTO YIEOBI 1 ITpOYee;

5. N36erait pasmenienns dororpaduii B MIHTepHETE, TIe THI N300pakeH Ha MECTHOCTH, TI0 KOTOPOIl MOXKHO
OIPE/IEIUTH TBOE MECTOIOI0KEHHE;

6. IIpu perucrpannu B COLMATBHON CETH HEOOXOANMO HCIIOIb30BATh CIIOKHBIE TAPOIIH, COCTOSIIHE 13 OYKB
¥ up U ¢ KOIUYECTBOM 3HAKOB He MeHee 8;

7. Jlns conmanbHOW CETH, IOYTHI U IPYTHX CaTOB HEOOXOAMMO HCIONB30BaTh pa3Hble mapoiu. Torma ecnu
Te0s1 B3JIOMAIOT, TO 3MI0YMBIIIJIEHHUKH MTOJTy4aT TOCTYH TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEeKTPOHHBIE IeHbI'H

ONeKTpOHHBIE IEHBIU - 3TO OYEHb yJOOHBIA CIIOCO0 TIaTeXel, OJHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPbIE
XOTSIT ITOJIYYUTh 3TU JEHBIH.

aﬂeKTpOHHbIe JACHbI'K MOSABUIIMCh COBCEM HEAABHO M MMEHHO M3-3a 3TOI'O BO MHOTI'UX rocyaapCTtBax 10 CHUX
IOp HE MPOIHCAHO IMPO HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKITHOHUPYIOT U O HUX YK€ MPOIMKMCAHO B 3aKOHE, TJIE UX Pa3e/sioT Ha HECKOJILKO BUJIOB
- AaHOHUMHBIC U HC aHOHUMHBIC. Pa3HI/IHa B TOM, YTO AaHOHHUMHBIC - 3TO TEC, B KOTOpI)IX pa3pemaeTC$I HpOBOJII/ITB
OHepaHI/II/I 663 I/I,ZICHTI/I(i)I/IKaHI/H/I IOJIB30BaTC/IsI, 4 B HCAHOHHMMHBIX I/IJICHTI/I(bI/IKaHI/ISI IIOJIB30BATCIISI ABJIACTCA
00s13aTEILHOIA.

Taxke ClefyeT pa3nnyarh OJIEKTPOHHbIE (UATHbIE JCHBIM (PaBHBI TOCYJApCTBEHHBIM BaNIOTaM) H
3NIEKTPOHHBIE He(hHaTHBIE IEHBI'H (HE PAaBHBI TOCYJAPCTBEHHBIM BaIIOTAM).

OCHOBHBIE COBETHI 110 OE30MaCHOM PadOTE € ANEKTPOHHBIMU JIEHbTAMH:
1. IpuBsixu Kk cueTy MOOMIBHBIN TeraedoH. DTo caMblid YIOOHBIH 1 OBICTPBIN C1IOCO0 BOCCTAHOBUTH TOCTYI K
cuety. [IpuBsizaHHBIN TenedOH MOMOXKET, eclii 3a0yJellb CBOM IUIATE:KHBIA Mapoiib WM 3aljellb Ha CalT ¢

HC3HAKOMOI'O YCTpOﬁCTBa;

2. Ucnonw3yit ogHOpa3oBbie mapoju. [locie mepexona Ha YCHJICHHYIO aBTOPH3alMio TeOe yxe He OyneT
YTPOKaTh OMACHOCTH KPAXKH MIIH IepexBaTa IIaTeKHOTO Mapois;



3. BeiOepu cioxHbIi mapoib. IlpecTynmHukam OyZeT HE MPOCTO yraaaTh CIOKHBIA mapoyib. HamesxHble
MapoId - ATO MAPOIH, KOTOPIE COJIEPKAT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B ce0sI CTPOYHBIE U TIPOITUCHBIC OYKBEI,
upsl ¥ HECKOJIBKO CUMBOJIOB, TAaKWE KaK 3HAaK JoJuiapa, (PyHTa, BOCKIMIATESIILHBIN 3HaK U T.11. Hanmpumep,
$tRONg!;;

4. He BBOIM CBOM JIMYHBIC JAHHBIC HA CaiiTaX, KOTOPHIM HE JOBEPSCIIIb.
DJIeKTPOHHASI MOYTA

ONEeKTpOHHAsI IMOYTa - STO TEXHOJOTUS U TMPEJOCTaBIAEMbIE €I0 YCIYTd IO MEPEChUIKE U TOTYyYEHHUIO
AJICKTPOHHBIX COOOIICHUH, KOTOPBIE PACHPEISNIIIOTCS B KOMIBIOTEpHOM ceTu. OOBIYHO 3JICKTPOHHBINA MOYTOBBII
SIIMAK BBITJSIIAT CIEAYIONIMM 00pa3oM: MMs_IOJB30BATENI(@UMS_JIoMeHa. Taxke KpoMme mepefadd IMpOCTOTO
TEKCTa, IMEETCS BO3MOXKHOCTh IepeaBaTh (hauiibl.

OCHOBHBIE COBETHI TI0 O€30IacHOM padboTe ¢ IEKTPOHHON MTOYTOM:

1. Hago BBIOpaTh mpaBWIBHBIM TOYTOBBIM cepBHC. B WHTEpHETE €CTh OTPOMHBIN BBIOOP OECIIaTHBIX
IMOYTOBBIX CECPBHUCOB, OJHAKO JIYUIIC JOBEPATH TEM, KOI'O 3HACIb U KTO HepBBII\/'I B peﬁTHHI‘e;

2. He ykaspBaii B JWYHOW ToYTe JHYHY0 uHpopmanuto. Hampumep, inyume BbIOpaTh
"My3bIKaNbHBIA _(aHaT@" mm "pok2013" BmecTo "Temal3";

3. Ucnonp3yii IByXATAMHYIO aBTOPU3AIIMI0. DTO KOTJa IOMUMO HapoJis HY>KHO BBOJUTH KOJI, IIPUCHIIACMBIii
o SMS;

4. BeiOepu CIOXKHBIN Mapoih. JJ1s KakI0To MOYTOBOTO SIIWKA JODKEH OBITH CBOM HAICKHBIN, YCTOHYHUBHIN K
B3JIOMY I1apoJlb;

5. Ecnu ecTh BOBMOXXHOCTH HAITUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, HCIIONB3YH 3Ty BO3MOXKHOCTE;

6. Mcnonb3yit HECKOIBKO MOYTOBBIX SIIUKOB. [IepBEIi UIS YaCTHOW MEPENUCKH C agpecaTaMi, KOTOPBIM Thl

JOBepsiellb. DTO 3JIEKTPOHHBIN apec He HaJ0 UCIIOIb30BaTh IPH PETUCTPALIMHU HA POpyMax M caTax;

7. He oTkpbIBaii (aiisiel 1 Ipyrue BIOKEHUS B MMChbMAX, Ja)Ke €CJIM OHH MPHIITA OT TBOUX Jpy3ei. Jlyume
YTOUHH Y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (aiiibl;

8. Ilocne okoHuaHus paObOTHI HA TOYTOBOM CEPBHCE TIEPE] 3aKPBITHEM BKIIAJKH ¢ CAHTOM HE 3a0y/1b HAXKATh
Ha "Beritu".

Ku6epOysinHr niau BUPTyajibHOE U31€BaTeI1bCTBO

KubepOynuHr - mpecieoBaHie COOOIEHUSIMH, COAEPKAIUMHI OCKOPOJIEHHS, arpECCHI0, 3aIlyTHBAHUE;
XYJHMTaHCTBO; COIMaIbHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 OOPBOE ¢ KNOEPOYIITHHIOM:

1. He Opocaiica B 60ii. Jlyummii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CJIM HET TOr0, K KOMY MOXHO
06paTI/ITI)C5[, TO BHa4aJI€ YCIIOKOHTLCH. Ecam TBI HayHemb OTBEYaTh OCKOp6HeHI/I${MI/I Ha OCKOp6HeHI/I$I, TO TOJIBKO
erie OoJbIIe pa3oiNoKeNb KOH(IUKT;

2. Ynpasnsii cBoelt kubeppemnyraiueii;
3. AHOHUMHOCTD B ceTH MHUMas1. CyIIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOMT 38 aHOHUMHBIM aKKayHTOM;

4. He crout BecTu XyaUraHckuii 00pa3 BUPTyalbHOW kU3HU. VIHTEpHET PUKCUPYET BCE TBOM JEUCTBUS U
COXpaHseT UX. YIaauTh ux OyJeT KpaiHe 3aTpyHUTEIHHO;

5. Cobmromait CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyi#t ennHUYHBIN Heratus. OTHOPa30BbIe OCKOPOUTENBHBIE COOOIICHUS JIydIlle UTHOPUPOBATD.
OOBIYHO arpeccus MpeKpariaeTcs Ha HadaaIbHOUW CTaIHH;



7. banu arpeccopa. B mnmporpaMmax 00MEHa MTHOBEHHBLIMU COO6H.[CHI/I$IMI/I, B COIIMAJIBHBIX CCTAX €CTh
BO3MOXHOCTb 6J'IOKI/IpOBKI/I OTIIPaBKU COO6].L[€HHI>1 C OIIPCACJIICHHBIX aAPCCOB;

8. Eciu TBI cBueTenb kubepOyunaTra. TBOU IEHCTBUSA: BBICTYITUTH MPOTHB MTPECieI0BaTENs, IOKa3aTh eMY,
YTO ero JEHCTBHS OIICHHBAIOTCS HEraTHBHO, MOJAEPKATh KEPTBY, KOTOPOH HyXKHA MCHUXOJOTHYECKasl ITOMOIIIb,
COOOIIUTH B3POCIIBIM O (haKTe arpecCUBHOTO IMOBEICHUS B CETH.

MooOunbHblii Tenedon

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETH COAEPXKAT B ceOe BIOJHE B3POCHBINA (DYHKIIMOHAN, W TEeIeph OHH
MOTYT KOHKYPUPOBATh CO CTallHOHAPHBIMH KOoMITbloTepamu. OJTHAKO, CPEJCTB 3aIUTHI JUIS OJOOHBIX YCTPOUCTB
MOKa OYCHb Mayio. TeCTUPOBAHKE U TIOUCK YSI3BUMOCTEH B HUX MPOUCXOANT HE TaK MHTEHCHBHO, Kak s [1K, To xe
camoe KacaeTcss 1 MOOMITbHBIX TIPUIIOKEHHH.

CoBpeMEHHBIE MOOWIIbHBIC Opay3epbl YK€ MPaKTHYSCKU JOTHAJIM HACTOJBHBIC aHAJOTH, OJIHAKO
paciipenue QyHKIIMOHAIA BICUYET 32 CO00H OOJBIIYIO CII0KHOCTh U MEHBIITYO 3alUIIICHHOCTb.

Jlanexo He Bce MPON3BOAUTENH BHIITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUECKHE YA3BUMOCTH JUIS
CBOHUX YCTPOMCTB.

OCHOBHBIE COBETHI AJIs1 6€30MaCHOCTH MOOHIIFHOTO TenedoHa:

Hwuuero He siBnsieTcs mo-HacTosAeMy OecIIaTHBIM. byb ocToposkeH, Beib KOor/ia Te0e mpeaiaraot
OeCILIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

Hywmaii, mpexxne uem otrpaButh SMS, ¢poTo win Bueo. Trl TOYHO 3HACIIB, TJe OHU OyIyT B KOHEYHOM
urore?

Heob6xomumo 0OHOBIIATE OTIEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Hcnionb3yit aHTHBUPYCHBIE MTPOTPaMMBI JJIs MOOMIJIBHBIX Tele()OHOB;

He 3arpyxail mpunoxeHuss OT HEU3BECTHOIO MCTOYHMKA, BEAb OHH MOIYT COJAEpKaThb BPEIOHOCHOE
IIporpaMMHOE 00ecIieueHHE;

IMTocne Toro Kak ThI BBIAJCIIL C caifTa, IJie BBOJAWI JTHYHYIO MH(GOPMAIIHIO, 3aiI1 B HACTPOWKK Opaysepa u
yaamu cookies;

Ilepuoanuecku npoBepsi, Kakue MIaTHBIE YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;
Jasaii cBOi HOMep MOOMIIBHOTO Tele(oHa TOIBKO JIFOJSIM, KOTOPBIX ThI 3HACIL H KOMY JIOBEPSICIIIb;

Bluetooth nomkeH OBITH BEIKITIOUEH, KOT/Ia THI UM HE TOJIb3yelbesi. He 3a0biBail HHOTAA IPOBEPSITH 3TO.
Online urpsl

CoBpeMeHHbIE OHJIAMH-UIPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOLINE Pa3BICUCHHS, O0bEIUHAIOLUINE COTHH THICAY
YeNoBeK Mo BceMy MUpy. Urpoku mcciaenyroT JaHHBIH UM MUp, OOIIAOTCA APYT C IPYTOM, BBIOMHSIOT 33/1aHN,
CpaXKaloTCsl C MOHCTPaMH W TOJNy4YalOT OMBIT. 3a YAOBOJBCTBHUE OHM IUIATSAT: MOKYMHAIOT AWCK, OIUIAYMBAIOT
aOOHEMEHT WJIM IPHOOPETAIOT KaKHE-TO OILIHH.

Bce stm cpeactBa uMAayT Ha MOJJIEpPKAHME M Pa3BUTHE WIPHI, a TAaKKe Ha caMmy O€30MacHOCTS:
COBEpPIICHCTBYIOTCSI CUCTEMBI aBTOPH3AIMH, BBITYCKAIOTCS HOBBIE MaTdd (IM(POBBIE 3aIIaTKH IJIsl MPOTPaMM),
3aKPBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nopoOHBIX uUrpax CTOMT OIacaTbCsi HE CTOJNIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXXHM TBOETO HapoJs, Ha
KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3aIlUK OOJBITMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO HUI'POBOT'O aKKAayHTa:

1. Ecnu apyroit urpok Beaer ceOs IUIOXO WM co3jaeT TeOe HEeNpHUsTHOCTH, 3a0JIOKUPYH €ro B CIIUCKE
UTPOKOB;

2. Homanyﬁca AIMUHUCTPATOPAM UI'PBI HA IUNIOXOC MOBEACHHUEC 3TOI'0 UT'POKA, KEJIATCIIbHO NPUIIOXKUTH KAKUC-



TO JJOKa3aTeJIbCTBA B BU/IE CKPUHOB;
3. He yka3siBaii muuHyto nHboOpMaIiio B podaiiiie Urpsbl;
4. YBaxail IpyTrux y9acTHUKOB II0 UTPE;
5. He ycranasnuBaii Heo(upaibHbIC MATYH U MOJBI,
6. Vcronb3yii CIIOXKHbBIE U pa3HbIC TTAPOJIH;

7. laxxe BO BpeMs WIPBI HE CTOMT OTKIIOYATh aHTUBUpYC. [Ioka ThI MIrpaeiib, TBOH KOMIBIOTEP MOTYT
3apas3uTh.

OUIIMHT WIK Kpaka JIUYHbIX JaHHbIX

OOBIYHON Kpakel JeHEer W JOKYMEHTOB CETOfHs YXE¢ HHKOTO HE YAWBHIIb, HO C Pa3BUTHEM HHTCPHET-
TEXHOJIOTHH 3I0YMBIIUICHHUKY TIEPEMECTHITUCH B HHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS " MOOUMBIM" JTEIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIICHHHYECTBA MM (DUIIIMHT, TJ1aBHAS [ENb KOTOPOTO COCTOUT B
MOJIyYEeHUN KOH(DHICHIIMATBHBIX JaHHBIX MOJIh30BAaTEICH - JOTMHOB W Napoiiell. Ha anrnmiickom si3bike phishing
yrraetcs Kak ¢ummHr (ot fishing - peiOHast 10Bs1, password - mapos).

OcHOBHBIE COBETHI IO OOpHOE C PUITHHTOM:

1. Cnenum 3a cBoMM akkayHTOM. Ecii TBI momo3peBaeib, 9T0 TBOSI aHKETa OblIa B3JIOMaHa, TO HEOOXOANMO
3a0JI0KHPOBATH €€ U COOOIUTHh aIMUHICTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Ucnonp3yii 6e30macHbie BeO-CalThl, B TOM YUCIIC, MHTEPHET-Mara3uHOB U IIOMCKOBBIX CHCTEM;

3. Hcnonp3yii crnoxHble U pa3Hble napoiu. Takum oOpas3om, eciu TeOs B3JIOMAIOT, TO 3I0YMBILIUICHHUKH
MOJyYaT JAOCTYII TOJBKO K OJJHOMY TBOEMY MPO(DUITIO B CETH, 8 HE KO BCEM;

4. Ecnu Te0st B3nMoManu, To HeOOXOAMMO MPEAYNPEAUT BCEX CBOMX 3HAKOMBIX, KOTOpBIE 100aBICHBI Y TeOsI B
APY3bsX, O TOM, 4TO Te€OS B3JIOMaIM M, BO3MOXKHO, OT TBOEro MMEHHM OYJIET pacChUIaThCA CIIaM M CCHUIKM Ha
(UIIMHTOBBIEC CAlTHI;

5. Ycranosu HagexHbii napoins (PIN) Ha MoOMITBHBIH TenedoH;
6. OTkIII04M coXpaHeHue napoJisi B Opaysepe;

7. He oTkpeiBaii aiinbl U Apyrue BIOKEHHS B MHUCbMaX, JayKe €CIIM OHM MPHIIUIA OT TBOMX Jpy3eid. Jlyue
YTOUHH Y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (aiiibl.

Hudposas penyranust

Lndposas pemyTaius - 3TO HEraTUBHAS WIK MO3UTUBHAs H(GopManus B cet o Tede. KomnpomeTtupyromas
nHpOpMaLus, pa3MeIIeHHas B MHTEPHETE, MOKET CEPhe3HbIM 00pa3oM OTpa3UThCA Ha TBOEH peajbHOM >KHU3HU.
"udposas pemyrarus" - 3T0 TBOW UMUK, KOTOPBIH GopMupyercst u3 nHpopmanuu o Tebe B HHTEpHETE.

TBoe mecto JKHUTCIIBCTBA, y‘le6LI, TBOC (l)I/IHaHCOBOG IIOJIOKCHHUEC, 0COOEHHOCTH XapakTepa U pacCkas3bl O
OJNIM3KHUX - BCE 3TO HAKAIIJIUBAETCS B CETH.

MHorue moApOCTKH JIETKOMBICIICHHO OTHOCSTCS K IMyOnukanumu JmdHOW wH(popmanuu B MHTepHere, He
MMOHUMAasi BO3MOXHBIX ITOCIEACTBUN. ThI Jake HE CMOXKEIIb JIOTaaThCs O TOM, 4To oTorpadus, pasMemeHHas 5
JIST Ha3ajl, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapun, pazmenienne TBoux GoTtorpaduii 1 Jpyrue AeHCTBUS MOTYT HE UCUE3HYTh Jaxe IOcie TOro,
KakK Thl UX ylauuiib. Thl HE 3Haellb, KTO COXPaHWI 3Ty WH(POPMALMIO, MONajla U OHAa B IIOMCKOBBIE CUCTEMBI U
COXpaHMJIACh JIM OHA, a TJIABHOE: YTO MOJAYMAIOT O TeOe OKpYIKaroIIue JIF0/IH, KOTOpbIe HAMIYT U yBUIAT 3T0. Haiitn
MH(OPMAITUIO MHOTO JIET CITYCTSI CMOKET JIF000H - KaK U3 AOOPBIX MOOYXKIIEHU, TaK U ¢ HAMEPEHHEM IPUIHHUTH
Bpell. OTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTe ITU(POBOM PEITyTAIIHH:



1. ITomymaii, mpeskae 4eM uTo-TO IMyONHMKOBATh U MepeaaBath y ce0sl B 0JIore MM B COLMATILHOM CETH;

2. B HacTpoiikax mpoQuis yCTAaHOBH OTPaHWYEHHS HAa MPOCMOTP TBOETO MPOQMIS U €ro COAEPKHMOTO,
caemail ero ToIpKO "Aus Apy3ei';

3. He pa3memaii u He yka3biBail HHPOpPMAIHIO, KOTOpask MOKET KOTO-THOO0 OCKOPOJIATH UM OOMKATh.
ABTOpCKOe TPaBo

CoBpeMeHHbIE TIKONFHUKK - aKTUBHBIE TOJB30BaTeNN mU(POBOTO mpocTtpaHcTBa. OmHAKO HajeKo HE BCe
3HAIOT, YTO [IOJF30BAaHME MHOTHMH BO3MOXKHOCTAMH LH(POBOrOo Mupa TpedyeT coOMIoAeHHs IIpaB Ha
WHTEIICKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEMIEKTyalnbHass COOCTBEHHOCTH'"' OTHOCHTCS K Pa3UYHBIM TBOPEHHUSIM YEIOBEYECKOTO YMa,
HaYWHAsl C HOBBIX M300pETCHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, H 3aKaHUYHUBas
KHHUTaMH, (oTorpadusaMu, KHHOQUIBMAMU U MY3bIKQJIBHBIMU ITPOU3BEICHUSIMHU.

ABTOpPCKHE TpaBa - 3TO [IPaBa Ha UHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH, JINTEPATyPhI
U UCKyCCTBa. ABTOPCKHE IPaBa BHICTYIAIOT B KAUECTBE TaPaHTHH TOTO, YTO MHTEIUIEKTYaJIbHbIN/ TBOPUECKUH TPy

aBTOpa He OyZAeT HalpacHBIM, JacT €My CIpaBeUIMBbIE BO3MOKHOCTH 3apadoTaTh Ha pe3yilbTaTax CBOETO TPy/a,
MOJYYHTh U3BECTHOCTH U Npu3HaHue. HUuKTO 0e3 pazpenieHus aBTopa He MOXKET BOCTIPOU3BOIUTH €T0 TPOU3BEICHHE,
pacnpocTpaHsTh, MyOJIMYHO AEMOHCTPUPOBAThH, IPOAABATH, HMIIOPTHPOBATH, IIyCKaTb B MPOKAT, IIyOIMYHO
UCTIOJHSATH, TOKA3bIBaTh/UCIIONHATH B 3GHUpe WK pa3Meniats B IHTepHeTe.

Hcnonp3oBanue "MupaTckoro” mporpaMMHOTO OOECTIEUEHHSI MOXKET IPUBECTH K MHOTUM PHCKaM: OT MOTEPH
JAHHBIX K TBOMM aKKayHTaMm JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, TIe yCTAaHOBJICHA HeleralbHas nmporpamma. He
CTOHUT TaKXKEC 336I>IB3TI>, YTO CYHIECTBYIOT JICTAJIBHBIC U OecIulaTHbIE ImporpaMmsbl, KOTOPbIE MOXKHO HaWTH B CETH.

O nopraJje
CeTreBUYOK.pd - TBOH TTIABHBIN COBETYHK B CETH. 3/1€Ch Thl MOXKEIIIh Y3HATH O 0€30IaCHOCTH B CETH MTOHSITHBIM

W JJOCTYIHBIM $I3bIKOM, @ TIPH BO3HHKHOBEHUH KPUTHYECKOH CHTYyallil OOPATHTHCS 332 COBETOM. A TakXKe MPHUHATH
ydacTHe B KOHKYpPCax M CTaTh CaMbIM IH(PPOBBIM rpaxkIaHHHOM !



